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VMware Workspace ONE : Integrations (V22.x)

Course Overview:
1. Course Introduction

e Introductions and course logistics
o Course objectives

2. Workspace ONE Access

Summarize the benefits of Workspace ONE Access

Outline the core features and functions of Workspace ONE Access
Navigate the Workspace ONE Access console

Directory integration with Workspace ONE Access
Authentication protocols enabled by Workspace ONE Access

3. Integrating Workspace ONE UEM and Workspace ONE Access

« Rationale for integrating Workspace ONE UEM and Workspace ONE Access
e Process for connecting Workspace ONE UEM and Workspace ONE Access

o Integration workflow overview

o Key features of an integrated solution

4. Productivity Integrations

Functions enabled by VMware Unified Access Gateway™
Purpose of VMware AirWatch® Secure Email Gateway™ edge service
Features enabled by VMware Workspace ONE® Tunnel™ edge service
Capabilities enabled by the Content Gateway edge service

5. SAML 2.0 Authentication

Authentication methods supported by Workspace ONE Access
Properties of the SAML protocol

SAML authentication workflow

Application single sign-on authentication workflow with SAML

6. Mobile Single Sign-On

e Concept of mobile single sign-on
« Mobile single sign-on workflows

7. Intelligence and Automation

o Features of Workspace ONE® Intelligence™
o Benefits of using Workspace ONE Intelligence



